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Subject: SentrySuite™ — Windows 10 & 11 Security Update
Compatibility

Date: 2025-08-05 (last update)

Background

Microsoft has identified native Microsoft application-level vulnerabilities that impact the Windows 10 & 11 OS, which
are part of the environment in which our SentrySuite™ software runs.

While these vulnerabilities do not impact SentrySuite™ software directly, changes made by Microsoft to remediate
these issues may cause compatibility issues with SentrySuite™.

CVE-2025-49719 - SQL Server Information Disclosure Vulnerability was mitigated by Microsoft through the Security
Patch released in July which was tested and validated by Jaeger Medical.

How Microsoft Is Responding

Microsoft regularly publishes new builds for its Windows 10 & 11 OS, called Quality Updates. The Quality Updates may
contain important security patches for vulnerabilities in the Windows OS. An overview of Windows Quality Updates
may be found here:

Windows 10 update history

Windows 11 update history

How Are We Responding

The SentrySuite™ software has been validated for use with current Microsoft Windows 10 versions 22H2 and Windows
11 versions 23H2, 24H2. Also, we request our customers to update to the latest patch as per the below table to
mitigate the CVE-2025-49719.

As Microsoft releases new Quality Updates for Windows 10 22H2 and Windows 11 23H2,24H2 each version of
SentrySuite™ that is compatible with a Windows version is tested for compatibility with the new updates. Testing is
not completed on any versions considered "End of Life”.

Each Quality Update contains the cumulative changes of all previously released updates. Testing of Quality Updates
which are not security related may be delayed.
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https://support.microsoft.com/en-us/help/4498140
https://support.microsoft.com/en-us/topic/windows-11-version-23h2-update-history-59875222-b990-4bd9-932f-91a5954de434
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This document will be regularly updated to reflect the outcome of our compatibility tests and provide a guideline for
which patches may be installed without compromising SentrySuite™ software operation.

Compatibility test results

Release

date

Windows 11
build

Relevant
Microsoft
KB

Security
updatesin
build

SentrySuite™
compatibility

Notes

08-JUL-2025 | 24H2: KB5062553 Yes 3.30.2 v SES 3.30 (24H2,23H2) “Local”
26100.4652 —KBSO62552 CVE-2025-49719 - SQL Server
23H2: Information Disclosure Vulnerability
22631.5624 Security Patch
08-APR-2025 | 24H2: KB5055523 Yes 3.30.2 v SQL Server “Client”
11-APR-2025 | 26100.3775 KB5055528
23H2:
22631.5189
11-MAR-2024 | 24H2: KB5053598 Yes 3.30.2 v SQL Server “Local”
26100.3476 KB5053602
23H2:
22631.5039
10-DEC-2024 | 23H2: KB5048685 Yes 3.30.2 v ng{zoﬁfsﬂi -W/TdOWSP sl
ightwei irectory Access Protoco
22631.4602 (LDAP) Remote Code Execution
Vulnerability security patch.
08-OCT-2024 | 23H2: KB5044285 Yes 3.30.2 v :QLSerEf “L(;jal“ (802745
erver 2019: 28
226314317 https://www.microsoft.com/en-
us/download/details.aspx?id=10624
2
10-SEP-2024 23H2: KB5043076 Yes 3.30.2 v
22631.4169
13-AUG-2024 | 23H2: KB5041585 Yes 3.30.2 v
22631.4037
09-JUL-2024 23H2: KB5040442 Yes 3.30.2 v
22631.3880
14-MAY-2024 | 23H2: KB5037771 Yes 3.30.1 v
22631.3593
13-FEB-2024 23H2: KB5034765 Yes 3.30.1 v
22631.3155
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https://support.microsoft.com/en-us/topic/windows-11-version-24h2-update-history-0929c747-1815-4543-8461-0160d16f15e5
https://support.microsoft.com/en-us/topic/windows-11-version-23h2-update-history-59875222-b990-4bd9-932f-91a5954de434
https://support.microsoft.com/en-us/topic/april-8-2025-kb5055523-os-build-26100-3775-277a9d11-6ebf-410c-99f7-8c61957461eb
https://support.microsoft.com/en-us/topic/april-8-2025-kb5055528-os-builds-22621-5189-and-22631-5189-b146080a-bd4e-4a10-8ab0-22368c61556b
https://support.microsoft.com/en-us/topic/march-11-2025-kb5053598-os-build-26100-3476-a248e951-daef-43ad-aa10-0b99f551cec2
https://support.microsoft.com/en-us/topic/march-11-2025-kb5053602-os-builds-22621-5039-and-22631-5039-19284fef-ba57-440b-a027-2d5eeecb73fa
https://support.microsoft.com/en-us/topic/december-10-2024-kb5048685-os-builds-22621-4602-and-22631-4602-ea3736d3-6948-4fd7-9faf-8d732ac2ed59
https://support.microsoft.com/en-us/topic/october-8-2024-kb5044285-os-builds-22621-4317-and-22631-4317-c1aba548-fc93-420e-855f-8594157c3e9e
https://www.microsoft.com/en-us/download/details.aspx?id=106242
https://www.microsoft.com/en-us/download/details.aspx?id=106242
https://www.microsoft.com/en-us/download/details.aspx?id=106242
https://www.microsoft.com/en-us/download/details.aspx?id=106242
https://support.microsoft.com/en-us/topic/september-10-2024-kb5043076-os-builds-22621-4169-and-22631-4169-215aad1e-3f3f-44bd-9868-91a2bd450a07
https://support.microsoft.com/en-us/topic/august-13-2024-kb5041585-os-builds-22621-4037-and-22631-4037-76655cde-e2ee-49d4-a415-cf9a4d3c3a04
https://support.microsoft.com/en-us/topic/july-9-2024-kb5040442-os-builds-22621-3880-and-22631-3880-0864308e-61cc-413b-8194-0294331aba52
https://support.microsoft.com/en-us/topic/may-14-2024-kb5037771-os-builds-22621-3593-and-22631-3593-e633ff2f-a021-4abb-bd2e-7f3687f166fe
https://support.microsoft.com/en-us/topic/february-13-2024-kb5034765-os-builds-22621-3155-and-22631-3155-023d9141-a5b0-470a-b0f5-2ee3b48f48ce
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SentrySuite™
compatibility

08-JUL-2025 | 22H2: KB5062554 | Yes 3.302 v SES 3.10, SES 3,20 (Local)
19045.6093 3.20.9 v SE8 330 (Cleny
3.10.10 v CVE-2025-49719 - SQL Server
Information Disclosure Vulnerability
Security Patch
08-APR-2025 | 22H2: KB5055518 | Yes 3.30.2 v SQL Server “Client*
19045.5737 3.209 v
3.10.10 v
11-MAR-2025 | 22H2: KB5053606 | Yes 3.30.2 v SQL Server “Local”
19045.5608 3.209 v
3.10.10 v
10-DEC-2024 | 22H2: KB5048652 Yes 3.30.2 v E;’Etigé‘;t4§:;§0r\;v;:;g: brotocat
19045.5247 3.20.9 V (LDAP) Remote Code Execution
3.10.10 V Vulnerability security patch.
08-OCT-2024 | 22H2: KB5044273 Yes 3.30.2 v SQL Server “Local”
3.10.10 v/ us/download/details.aspx?id=106242
10-SEP-2024 | 22H2: KB5043064 | Yes 3.30.2 v
19045.4894 3.209 v
3.10.10 v
19-AUG-2024 | 22H2: KB5041580 Yes 3.30.2 v
19045.4780 3.209 v
3.10.10 v
09-JUL-2024 | 22H2: KB5040427 Yes 3.30.2 v
19045.4651 3.209 v
3.109 v
14-MAY-2024 | 22H2: KB5037768 | Yes 3.30.1 v
19045.4412 3.20.8 v
3.109 v
13-FEB-2024 | 22H2: KB5034763 Yes 3.30.1 v
19045.4046 3.208 v
3.109 v
12-SEP-2023 | 22H2: KB5030211 Yes 3.207 ¢/
19045.3448 3.109 v
3.0.11 ¢
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https://support.microsoft.com/en-us/topic/july-8-2025-kb5062554-os-builds-19044-6093-and-19045-6093-806b229f-70cd-404d-861c-4adb299e3930
https://support.microsoft.com/en-us/topic/april-8-2025-kb5055518-os-builds-19044-5737-and-19045-5737-6329246b-63bb-4d0a-9e95-e22926fbbe51
https://support.microsoft.com/en-us/topic/march-11-2025-kb5053606-os-builds-19044-5608-and-19045-5608-8beab4af-42c8-4469-9273-d241597431c3#id0elbj=improvements
https://support.microsoft.com/en-us/topic/december-10-2024-kb5048652-os-builds-19044-5247-and-19045-5247-454fbd4c-0723-449e-915b-8515ab41f8e3
https://support.microsoft.com/en-us/topic/october-8-2024-kb5044273-os-builds-19044-5011-and-19045-5011-a07551f8-e20d-4fd4-87f3-01145a3cd494
https://www.microsoft.com/en-us/download/details.aspx?id=106242
https://www.microsoft.com/en-us/download/details.aspx?id=106242
https://www.microsoft.com/en-us/download/details.aspx?id=106242
https://support.microsoft.com/en-us/topic/september-10-2024-kb5043064-os-builds-19044-4894-and-19045-4894-cd14b547-a3f0-4b8f-b037-4ae3ce83a781
https://support.microsoft.com/en-us/topic/august-13-2024-kb5041580-os-builds-19044-4780-and-19045-4780-2ef55b0d-bb01-41c8-8629-4146929792ad
https://support.microsoft.com/en-us/topic/july-9-2024-kb5040427-os-builds-19044-4651-and-19045-4651-78458e76-9404-41b4-91b2-6d3cdcf4a530
https://support.microsoft.com/en-us/topic/may-14-2024-kb5037768-os-builds-19044-4412-and-19045-4412-cb676101-1641-4a6c-b512-8b277606c6e3
https://support.microsoft.com/en-us/topic/february-13-2024-kb5034763-os-builds-19044-4046-and-19045-4046-f1c993e4-32b3-4cc8-947a-69e70ae124d5
https://support.microsoft.com/en-us/topic/september-12-2023-kb5030211-os-builds-19044-3448-and-19045-3448-c0dee353-f025-4f03-bcc1-336f74fb992c
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Release Windows 10 Relevant Security SentrySuite™ Notes
date build Microsoft updatesin compatibility
KB build
11-JUL-2023 22H2: KB5028166 Yes 3.20.7 v
19045.3208 3.109 v
3.0.11 v
13-JUN-2023 | 22H2: KB5027215 Yes 3.20.7 v
19045.3086 3.109 v
3.0.11 ¢/
09-MAY-2023 | 22H2: KB5026361 Yes 3.20.7 v/ See (10)
19045.2965 3.109 v
21H2: 3.0.10 v
19044.2965
11-APR-2023 | 22H2: KB5025221 Yes 3.20.7 v/
19045.2846 3.10.8 v/
21H2: 3.0.10 v
19044.2846
10-JAN-2023 | 22H2: KB5022282 Yes 3.20.6 v See (9)
19045.2486 3.10.8 v/
21H2: 3.0.10 X
19044.2486
13-DEC-2022 | 22H2: KB5021233 Yes 3.20.6 v
19045.2364 3.10.8 v
21H2: 3.0.10 v
19044.2364
11-OCT-2022 | 21H2: KB5018410 Yes 3.20.3 v See (8)
19044.2130 3.10.7 ¢/
3.0.10 X
12-JUL-2022 21H2: KB5015807 Yes 3.20.3 v
19044.1826 3.10.7 ¢/
21H1: 3.0.10 v
19043.1826
14-JUN-2022 | 21H2: KB5014699 Yes 3.20.3 v
19044.1766 3.10.7 ¢/
21H1: 3.0.10 v
19043.1766
10-MAY-2022 | 21H2: KB5013942 Yes 3.20.3 v
19044.1706 3.10.7 ¢/
21H1: 3.0.10 v
19043.1706
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https://support.microsoft.com/en-us/topic/july-11-2023-kb5028166-os-builds-19044-3208-and-19045-3208-eab49ea6-3133-41c8-845f-a14a329c6c20
https://support.microsoft.com/en-us/topic/june-13-2023-kb5027215-os-builds-19044-3086-and-19045-3086-079f9f02-fe49-4b25-99a6-c02a16b1f208
https://support.microsoft.com/en-us/topic/may-9-2023-kb5026361-os-builds-19042-2965-19044-2965-and-19045-2965-3edafffe-c3cc-4010-af43-2097c84c9437
https://support.microsoft.com/en-us/topic/april-11-2023-kb5025221-os-builds-19042-2846-19044-2846-and-19045-2846-b00c3356-baac-4a41-8342-7f97ec83445a
https://support.microsoft.com/en-us/topic/january-10-2023-kb5022282-os-builds-19042-2486-19044-2486-and-19045-2486-9587e4e3-c2d7-48a6-86e2-8cd9146b47fd
https://support.microsoft.com/en-us/topic/december-13-2022-kb5021233-os-builds-19042-2364-19043-2364-19044-2364-and-19045-2364-44e774aa-60c4-4e38-b7e7-c886d210db3b
https://support.microsoft.com/en-us/topic/july-12-2022-kb5015807-os-builds-19042-1826-19043-1826-and-19044-1826-8c8ea8fe-ec83-467d-86fb-a2f48a85eb41
https://support.microsoft.com/en-us/topic/june-14-2022-kb5014699-os-builds-19042-1766-19043-1766-and-19044-1766-5c81d49d-0b6e-4808-9485-1f54e5d1bb15
https://support.microsoft.com/en-us/topic/may-10-2022-kb5013942-os-builds-19042-1706-19043-1706-and-19044-1706-60b51119-85be-4a34-9e21-8954f6749504
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Release Windows 10 Relevant Security SentrySuite™ Notes
date build Microsoft updatesin compatibility
KB build

08-MAR-2022 | 21H1: KB5011487 Yes 3.203 v See (7)
19043.1586 3.10.6 v
20H2: 3.09 v
19042.1586

08-FEB-2022 21H1: KB5010342 Yes 3.20.2 v
19043.1526 3.10.6 v
20H2: 3.09 v
19042.1526

11-JAN-2022 | 21H1: KB5009543 Yes 3.20.2 v
19043.1466 3.10.6 v
20H2: 3.09 v
19042.1466

14-DEC-2021 | 21H1: KB5008212 Yes 3.20.2 v See (6)
19043.1415 3.10.6 v
20H2: 3.09 v
19042.1415
20H1:
19041.1415

09-NOV-2021 | 20H2: KB5007186 Yes 3.20.2 v
19042.1348 3.10.6 v
20H1: 3.09 v
19041.1348

12-OCT-2021 | 20H2: KB5006670 Yes 3.20.2 v See (5)
19042.1288 3.10.6 v
20H1: 3.09 v
19041.1288
(see Notes)

14-SEP-2021 20H2: KB5005565 Yes 3.20.2 v
19042.1237 3.10.6 v
20H1: 3.09 v
19041.1237

10-AUG-2021 | 20H2: KB5005033 Yes 3.20.2 v
19042.1165 3.10.6 v
20H1: 3.09 v
19041.1165

13-JUL-2021 20H2: KB5004237 Yes 3.20.1 ¢/
19042.1110 3.105 v
20H1: 3.08 v
19041.1110
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https://support.microsoft.com/en-us/topic/march-8-2022-kb5011487-os-builds-19042-1586-19043-1586-and-19044-1586-8297eadb-3b8b-4ca5-9083-ca41a91c1c56
https://support.microsoft.com/en-us/topic/february-8-2022-kb5010342-os-builds-19042-1526-19043-1526-and-19044-1526-bd5c4434-bec4-42e9-991d-5810d4ec52d9
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009543-os-builds-19042-1466-19043-1466-and-19044-1466-b763552f-73bd-435a-b220-fc3e0bc9765b
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008212-os-builds-19041-1415-19042-1415-19043-1415-and-19044-1415-b46200db-74c3-450e-b200-51013957312a
https://support.microsoft.com/en-us/topic/november-9-2021-kb5007186-os-builds-19041-1348-19042-1348-and-19043-1348-033ee59c-e9b7-4eaf-8ee7-b3512bb1a0aa
https://support.microsoft.com/en-us/topic/october-12-2021-kb5006670-os-builds-19041-1288-19042-1288-and-19043-1288-8902fc49-af79-4b1a-99c4-f74ca886cd95
https://support.microsoft.com/en-us/topic/september-14-2021-kb5005565-os-builds-19041-1237-19042-1237-and-19043-1237-292cf8ed-f97b-4cd8-9883-32b71e3e6b44
https://support.microsoft.com/en-us/topic/august-10-2021-kb5005033-os-builds-19041-1165-19042-1165-and-19043-1165-b4c77d08-435a-4833-b9f7-e092372079a4
https://support.microsoft.com/en-us/topic/july-13-2021-kb5004237-os-builds-19041-1110-19042-1110-and-19043-1110-ae798d3c-3de3-4c1f-b9d9-7391b71da889

PRODUCT SECURITY
BULLETIN

Important information - Please read and keep

P JIJAEGER

Release Windows 10 Relevant Security SentrySuite™ Notes
date build Microsoft updatesin compatibility
KB build
06-JUL-2021 20H2: KB5004945 Yes 3.20.1 v
(out of band) 19042.1083 3.10.5 v
20H1: 3.08 v
19041.1083
08-JUN-2021 20H2: KB5003637 Yes 3.20.1 ¢/
19042.1052 3.10.5 v/
20H1: 3.08 v
19041.1052
11-MAY-2021 | 20H2: 19042.985 | KB5003173 Yes 3.20.1 v/
20H1: 19041.985 3.10.5 v/
3.08 v
13-APR-2021 | 20H2: 19042.928 | KB5001330 Yes 3.20.1 v/ See (4)
20H1: 19041.928 | KB5001330 3.104 v
1909: 18363.1500 | KB5001337 3.07 ¢
09-MAR-2021 | 20H1: 19041.867 | KB5000802 Yes 3.20 v
1909: 18363.1440 | KB5000808 3.104 v
3.0.7 ¢
09-FEB-2021 20H1: 19041.804 | KB4601319 Yes 3.20 ¢
11-FEB-2021 1909: 18363.1379 | KB5001028 3.10.3 v
3.06 v
2216 v
08-DEC-2020 | 1909: 18363.1256 | KB4592449 Yes 3.10.3 v See (3)
1903: 18362.125 3.06 v
2216 v
13-OCT-2020 | 1909: 18363.1139 | KB4577671 Yes 3.10.3 v
1903: 18362.1139 3.06 v
2216 v
16-SEP-2020 1909: 18363.1110 | KB4577062 No 3.10.3 v
1903: 18362.1110 3.06 v
2216 v
08-SEP-2020 1909: 18363.1082 | KB4574727 Yes 3.10.2 v
1903: 18362.1082 3.05 v
2216 v
20-AUG-2020 | 1909: 18363.1049 | KB4566116 No 3.10.2 v
1903: 18362.1049 3.05 v
2216 v
11-AUG-2020 | 1909: 18363.1016 | KB4565351 Yes 3.10.2 v
1903: 18362.1016 3.05 v
2216 v
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https://support.microsoft.com/en-us/topic/july-6-2021-kb5004945-os-builds-19041-1083-19042-1083-and-19043-1083-out-of-band-44b34928-0a71-4473-aa22-ecf3b83eed0e
https://support.microsoft.com/en-us/topic/june-8-2021-kb5003637-os-builds-19041-1052-19042-1052-and-19043-1052-fd782405-7736-478e-b8d0-b08f735f7e54
https://support.microsoft.com/en-us/topic/may-11-2021-kb5003173-os-builds-19041-985-and-19042-985-2824ace2-eabe-4c3c-8a49-06e249f52527
https://support.microsoft.com/en-us/topic/april-13-2021-kb5001330-os-builds-19041-928-and-19042-928-cead30cd-f284-4115-a42f-d67fec538490
https://support.microsoft.com/en-us/topic/april-13-2021-kb5001330-os-builds-19041-928-and-19042-928-cead30cd-f284-4115-a42f-d67fec538490
https://support.microsoft.com/en-us/topic/april-13-2021-kb5001337-os-build-18363-1500-e7336837-2aaa-4f73-995c-ab2ba5013727
https://support.microsoft.com/en-us/topic/march-9-2021-kb5000802-os-builds-19041-867-and-19042-867-63552d64-fe44-4132-8813-ef56d3626e14
https://support.microsoft.com/en-us/topic/march-9-2021-kb5000808-os-build-18363-1440-6989940a-252d-48f3-a2a7-a42bf19fa2c8
https://support.microsoft.com/en-us/topic/february-9-2021-kb4601319-os-builds-19041-804-and-19042-804-87fc8417-4a81-0ebb-5baa-40cfab2fbfde
https://support.microsoft.com/en-us/topic/february-11-2021-kb5001028-os-build-18363-1379-out-of-band-42c34ace-7ae8-4b66-bdf9-94a5a5589659
https://support.microsoft.com/en-us/help/4592449
https://support.microsoft.com/en-us/help/4577671
https://support.microsoft.com/en-us/help/4577062
https://support.microsoft.com/en-us/help/4574727
https://support.microsoft.com/en-us/help/4566116
https://support.microsoft.com/en-us/help/4565351
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KB

Security
updatesin
build

P JIJAEGER

SentrySuite™
compatibility

Notes

21-JUL-2020 1909: 18363.997 KB4559004 No 3.10.2 v
1903: 18362.997 3.05 v
2216 v
14-JUL-2020 1909: 18363.959 KB4565483 Yes 3.10.2 v
1903: 18362.959 3.05 v
2216 ¢
16-JUN-2020 1909:18363.904 KB4567512 No 3.10.2 v
1903:18362.904 3.05 v
2216 v
09-JUN-2020 1909:18363.900 KB4560960 Yes, see 3.10.2 v See (2)
1903:18362.900 Microsoft 3.05 v
Security 2216 v
Update Guide
12-MAY-2020 | 1909:18363.836 KB4556799 Yes, see 3.10.2 v
1903:18362.836 Microsoft 3.05 v
Security 2216 v
Update Guide
21-APR-2020 1903:18362.815 KB4550945 No 3.10.2 v
3.05 v
2216 ¢
14-APR-2020 | 1903:18362.778 KB4549951 Yes, see 3.10.2 v
Microsoft 3.05 v
Security 2215«
Update Guide
30-MAR-2020 | 1903:18362.753 KB4554364 No 3.10.1 v
3.04 ¢
2215«
24-MAR-2020 | 1903:18362.752 KB4551762 No 3.10.1 ¢
3.04 ¢
2215«
12-MAR-2020 | 1903:18362.720 KB4551762 Yes, see 3.10.1 v See (1)
Microsoft 3.04 ¢
Security 2215V
Update Guide
10-MAR-2020 | 1903:18362.719 KB4540673 Yes, see 3.10.1 v
Microsoft 3.04 ¢
Security 2215V
Update Guide
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https://support.microsoft.com/en-us/help/4559004
https://support.microsoft.com/en-us/help/4565483
https://support.microsoft.com/en-us/help/4567512
https://support.microsoft.com/en-us/help/4560960
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://support.microsoft.com/en-us/help/4556799
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://support.microsoft.com/en-us/help/4550945
https://support.microsoft.com/en-gb/help/4549951
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://support.microsoft.com/en-us/help/4554364
https://support.microsoft.com/en-us/help/4551762
https://support.microsoft.com/en-gb/help/4551762
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://support.microsoft.com/en-us/help/4540673
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
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Release
date

Windows 10
build

Relevant
Microsoft
KB

Security
updatesin
build

P JIJAEGER

SentrySuite™
compatibility

Notes

27-FEB-2020 1903:18362.693 KB4535996 No 3.10.1
3.04
2215«
11-FEB-2020 1903:18362.657 KB4532693 Yes, see 3.10.1
Microsoft 3.04 ¢
Security 2215 v

Update Guide
28-JAN-2020 1903:18362.628 KB4532695 No 3.10.1 v/
3.04
2215«
14-JAN-2020 1903:18362.592 KB4528760 Yes, see 3.10.1 v
Microsoft 3.04 ¢
Security 2215 v

Update Guide

Jaeger recommends installing any relevant security updates that have been tested as compatible per the
compatibility test results table above.

Compatibility test notes

(1) Microsoft OneNote update is installed with this build and sets the default printer to OneNote. Default
printer needs to be manually changed back to previously selected default printer. This does not affect
SentrySuite™ software.

(2) Microsoft introduced an issue in this build which may cause issues with printing to a physical or virtual
printer. Jaeger Medical does not recommend installing this build. Instead, users should install build904,

which was released by Microsoft on 16-JUN-2020 and mitigates this issue.

(3) This will be the last Windows update released by Microsoft for Windows 10 1903. Windows 10 1903 has
reached “End of Life” (EOL) status as of 08-DEC-2020.

(4) This will be the last Windows update released by Microsoft for Windows 10 1909. Windows 10 1909 has
reached “End of Life” (EOL) status as of 11-MAY-2021.

(5) Windows 10 20H1 Build 19041.1288 has not been tested individually. 20H1 Build 19041.1348 (9-NOV-2021)
includes all changes from Build 19041.1288 and has been tested as compatible.
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https://support.microsoft.com/en-us/help/4535996
https://support.microsoft.com/en-us/help/4532693
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://support.microsoft.com/en-us/help/4532695
https://support.microsoft.com/en-us/help/4528760
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
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Important information - Please read and keep

(6) This will be the last Windows update released by Microsoft for Windows 10 20H1. Windows 10 20H1 has
reached “End of Life” (EOL) status as of 14-DEC-2021.

(7) This will be the last Windows update released by Microsoft for Windows 10 20H2. Windows 10 20H2 has
reached “End of Life” (EOL) status as of 10-MAY-2022.

(8) The 11-0CT-2022 update causes a system halt in the ECG measurement application with SentrySuite™
3.0.10. Jaeger Medical is actively working on a fix. Windows 10 21H1 has not yet been tested for
compatibility and results will be provided in a bulletin update at a later point in time.

(9) The 10-JAN-2023 update causes the following issues with SentrySuite™ 3.0.10:
1. Report Preview crashes in full view with Adobe Reader 11. Workaround: Update the Adobe Reader 11 to
Adobe Reader DC.

2. Connection between clients and server is frequently lost. Restarting the server is required to fix the issue.

(10)This will be the last Windows update released by Microsoft for Windows 10 21H2. Windows 10 21H2 has
reached “End of Life” (EOL) status as of 13-JUN-2023.

SentrySuite™ and Windows 10 & 11 Compatibility Testing Plan

All Windows 10 & 11 versions released by Microsoft have a defined “End of Life” (EOL) date after which Microsoft
won’t release any more quality or security updates for the version. For details and EOL dates, please see Microsoft’s
Windows OS release information website and the Windows Lifecycle FAQ.

The following table explains which SentrySuite™ version is tested against which Windows 10 feature version:

Windows 10 Windows 10 Compatibility SentrySuite™ Version

Version EOL date test status

22 H2 14-0CT-2025 Tests ongoing X X X

21 H2 13-JUN-2023 Tests stopped X X x3
13-JUN-2023

21 H1 13-DEC-2022 Tests stopped X X X
12-JUL-2022

20 H2? 10-MAY-2022 Tests stopped X X X
10-MAY-2022

2004 (20 14-DEC-2021 Tests stopped X X X X

H1)? 14-DEC-2021

1909 (19 11-MAY-2021 Tests stopped X X X X

H2)? 13-APR-2021

1903 (19 08-DEC-2020 Tests stopped -- X X X

H1)? 08-DEC-2020
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18093 10-NOV-2020 Tests stopped -- -- X X
18033 12-NOV-2019 Tests stopped -- -- X X

The following table explains which SentrySuite™ version is tested against which Windows 11 feature version:

Windows 11 Windows 11 Compatibility SentrySuite™ Version

Version EOL date test status 3.30
| 23H2 | 10-NOV-2026 | Tests ongoing | X |

e SentrySuite™ 2.21 is no longer supported. Tests have been stopped.

e Tests for Windows 10 security updates have been stopped since these Windows 10 versions have reached
their EOL date and are not supported by Microsoft anymore.

e SentrySuite™ 3.0 will be EOL with the release of SentrySuite™ 3.30. Tests will be stopped for 3.0 once it is
EOL.

e Jaeger Medical does not recommend using Windows 10 versions, which have been marked as EOL by
Microsoft.

e These Windows 10 versions no longer receive regular quality and security updates by Microsoft and may be
vulnerable to threats that emerged after the EOL date.

e The tests for SentrySuite™ 3.0 have stopped as this version has reached EOL with the release of SentrySuite™
3.30 version.

Generic Controls

e Ensure your data has been backed up and stored according to your individual process and that your disaster
recovery procedures are in place.

e Update your anti-virus and malware protection, where available.

For product or site-specific concerns, contact your Jaeger service representative.

For more information on Jaeger’s proactive approach to product security and vulnerability management, contact us
at productsecurity@jaegerrdx.com or visit www.jaegerrdx.com/product-security
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